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Abstract

Given the task of designing an authentication system that
uses brain waves as input, researchers typically focus on
the sole objective of maximizing authentication accuracy.
In this paper we challenge this common wisdom and argue
that because brain waves encode a lot of other (potentially
sensitive) information about the user, this single-pronged,
privacy-agnostic approach can have significant privacy im-
plications. Based on a publicly accessible dataset, we
rigorously analyze two EEG-based authentication systems
built in accordance with this philosophy and show that such
designs could potentially divulge more of the users sensi-
tive personal information than that regarding the intended
authentication functionality. The paper argues for privacy-
aware designs for systems which take brain signals as input.

1. Introduction

Recent research has shown brain activity patterns to de-

pict significant promise in helping solve a broad range of cy-

ber security problems (e.g., see [12][9][16][7] ). Based on

a plethora of brain measurement technologies (e.g., Elec-

troencephalogram — EEG [9], functional Near Infra Red

Spectroscopy — fNIRS [16], and functional Magnetic Res-

onance Imaging — fMRI [12]), the research community has

showcased a good number of solutions to problems ranging

from the identification of malicious web sites [12], contin-

uous behavioral biometric authentication [9][16], and the

detection of insider-threats [7] to mention but a few.

The prospect of brain measurement finding its way into

people’s daily interactions with technology has however

been met with a fair share of skepticism. With the brain

being the control center for all human activities, there is

a widely held phobia about the kinds of private informa-

tion that practitioners operating these technologies might

— against the will of the users — glean from user’s brain

signals. While a huge volume of research continues to ex-

plore and front innovative brain-driven technologies, there

is a surprisingly limited amount of research on the dynamics

of this potential privacy violation problem.

As an example, take the case of authentication based on

brain signals. In the vast majority of studies on this prob-

lem, researchers primarily seek to outdo each other in terms

of the system error rates — i.e., they work with the central

objective of designing a system having error rates which

are much lower than the state-of-the-art. A critical question

that never gets much attention is that of how certain design

attributes of these systems (e.g., the kinds of features used

to formulate the user template) might relate to their poten-

tial to leak sensitive personal information. If for example

a system with the lowest authentication error rates comes

with the added baggage of leaking a significantly higher

amount of private information, then such a system might

in practice not be as useful as its low error rates suggest. In

practice users would only accept, and get the full utility of

the system if the potential privacy breaches associated with

the system are well understood and appropriate mitigations

undertaken. This paper takes steps towards shedding some

light on this privacy breach problem.

1.1. Research Thrust

At a high level, our research hypothesis is as follows:

Assume a system which uses EEG as the modality for user

authentication. Typically for such a system, all variables

have been optimized to maximize authentication accuracy.

A selection of such variables would include: (1) The fea-

tures used to build user templates, (2) The signal frequency

ranges from which features are extracted, and, (3) The re-

gions of the brain on which the electrodes are placed among

other variables.

Under this assumption of a finely tuned authentication

system, we empirically tackle the following questions: —

If a malicious entity were to somehow access templates

from this authentication-optimized system, (1) would she be

able to exploit these templates to infer non-authentication-
centric information about the users with high accuracy? (2)

In the event that such inferences are possible – would cer-

tain template designs (e.g., in terms of the attributes listed



in the previous paragraph) be significantly more vulnera-

ble? At the heart of this hypothesis is the fact that while an

EEG system may have been built for user authentication,

the EEG signal encodes a lot of other information about

the users. It is this information that we refer to as non-
authentication-centric information. Such information in-

cludes users’ emotions [17], medical conditions [18], and

learning ability [14], to mention but a few.

To narrow down our exposition and enable rigorous anal-

ysis on a limited problem, our notion of non-authentication-
centric information is limited to users’ substance use be-

havior with the focus being on alcoholism — “a problem-

atic pattern of alcohol use leading to clinically significant

impairment or distress [3]”. An individual’s alcohol abuse

behavior is private information protected under US Federal

laws (see [2]), and could, depending on the circumstances

around the leakage, spark off law suits among other issues.

As a vehicle to investigate the leakage of information

pertaining to alcoholism, we build two EEG-based authen-

tication systems, one similar to Chuang et al.’s system in [4]

and the other loosely modeled similarly to that in [6]1. With

both systems fully tuned for user authentication, we play the

devil’s advocate and apply a range of pattern recognition

techniques to perform a rigorous evaluation of the extent to

which users’ alcohol usage disorders could be inferred as

a side-effect of the system’s primary (authentication) pur-

pose. Our specific findings and contributions are summa-

rized next.

1.2. Our Findings and Contributions

1. For almost a quarter of the population in our study, we

found that the authentication template divulged signifi-
cantly more information about their alcohol use behav-

ior than it did for the primary authentication purpose

for which the system was designed.

2. By making changes in variables such as the num-

bers and locations of EEG electrodes and the fea-

tures used for template building, we found that a tem-

plate’s propensity to leak alcohol usage behavior can

be largely reduced while only causing a slight reduc-

tion in the mean authentication accuracy. This obser-

vation raises an interesting question of whether one

could find an optimal mix of electrode locations which

maximize authentication performance while minimiz-

ing information leakages about specific conditions that

one might want to keep secret.

The rest of the paper is organized as follows. We present

related work in Section 2 and describe our threat model and

authentication design process in Section 3. Our findings on

1We use the same electrodes and statistical measures as in [6], however,

we do not transform our data to the wavelets space used in [6].

the privacy violation inferences are then presented in Sec-

tion 4 before we make our conclusions in Section 5.

2. Related Work
Several studies have shown how EEG signals can be ex-

ploited as a side-channel to leak sensitive personal informa-

tion. For example in [10], EEG data was shown to reveal

information about details such as the month when one was

born, the area in which one lives, the user’s bank and the

user’s preferred bank card, to mention but a few. This in-

formation was revealed by monitoring user’s EEG signals

at the instants when certain carefully chosen stimuli were

exposed to the users. In a related paper [11], the EEG sig-

nal was shown to delineate between people who believe in

God and those who don’t. This information was revealed

while 28 subjects from mixed religious backgrounds under-

took a stroop task and completed the Religious Zeal scale.

Two key differences between these works and our research

are that we: (1) simulate an attacker who only exploits the

authentication templates and has no access to the raw (and

much more informative) EEG stream, and (2) the sensitive

private information we seek to exploit is embedded in the

continuous EEG signal and does not depend on the analysis

of the EEG stream registered during the brief spell when a

user reacts to a specific stimuli (e.g., the data segment col-

lected during the short time span when a user answers a

question on where she lives).

The other stream of research that closely relates to our

research is in the medical field, where a good number of

papers have examined the connection between alcohol con-

sumption and brain signals. For example in [5], a neural net-

work was used to distinguish between the EEG patterns of

subjects who were drunk from the patterns of those whose

were not. Meanwhile in [13], investigations on the connec-

tion between the EEG beta power and alcohol use behavior

were made. A key variation of these works from our work

is that we focus on the connection between an EEG user
authentication template and the leakage of a user’s health-

related information, explicitly evaluating the amount of in-

formation leaked and how different authentication template

designs impact this leakage. To our knowledge no past work

has addressed these research questions.

3. Threat Model and Authentication System
Details

3.1. Threat Model

We assume an attacker who somehow gains access to

a database of EEG authentication templates. Such access

could be gained in several ways, e.g., by hacking into the

template database, or by an unscrupulous insider such as a

database administrator who misuses her privileges and de-

cides to maliciously exploit the templates. To more clearly



highlight the magnitude of the potential threat, our presenta-

tion in the rest of the paper will assume the insider attacker

scenario. Such an attacker would have fine details about

things such as the template formulation approach, which

would in turn enable her to exploit the system to the fullest.

Having made the alcohol usage investigations, the in-

ferred information, if shared with management, could, for

example, form the basis for further observations on the per-

formance of employees in question, which might eventually

lead to them being victimized. Note than an insider attacker

could easily determine which template belongs to whom.

3.2. Description of Dataset used in the Study

Our experiments are based on a dataset collected by

the Neurodynamics Laboratory, SUNY Downstate Medical

Center. The dataset was part of the data used in a large study

to examine the EEG correlates of genetic predisposition to

alcoholism (see dataset source [1] and a recent detailed de-

scription of the dataset [8]). The dataset comprises of 77

alcoholic subjects and 45 control subjects. The alcoholic

subjects were diagnosed as such after formal medical eval-

uations and had a history of heavy drinking for at least 15

years. For a minimum of 30 days before the data collection,

the alcoholic subjects were fully detoxified.

Data was collected while subjects were exposed to three

different kinds of stimuli. The stimuli were pictures chosen

from the 1980 Snodgrass and Vanderwart picture-set. In one

experiment a single stimuli (S1) was show to each subject.

In another experiment, two stimuli (S1 and S2) were succes-

sively shown to a subject, with the second stimulus shown

to the subject about 1.6 seconds after the first. The two

stimuli were in some cases selected such that they matched

while in other cases they did not match. Subjects pressed a

different mouse key depending on whether they determined

that the stimuli matched or not. The EEG device used for

data collection had 64 electrodes. Measurements from each

electrode were sampled at 256Hz for 1 second. More de-

tails about the full dataset can be found in [8][1]. The data

used in this paper is only from stimulus S1 and is from 50

subjects; 25 from each of the alcoholic and control groups.

We refer to each 1-second segment from a user as a sample.

The 50 users selected for this work had between 30 and 80

samples each.

3.3. EEG Authentication Systems Under Investiga-
tion

3.3.1 EEG Feature-sets/Templates

Here we describe the structure of the templates used by our

two described experimental systems previously introduced

in Section 1.

Template #1: This template uses data collected from the

6 blue electrodes (see Figure 1). After computing the power

spectral density of the signal from each electrode, only data

from the alpha (8-12 Hz) and beta (12-30 Hz) ranges is re-

tained. From each of the alpha and beta ranges, 3 features

are computed; namely the entropy, mean and standard devi-

ation. Each electrode gives a total of 6 features.

Template #2: Like was done in [4], this template uses

features derived from only one electrode; the Front Polar

(FP-1) electrode colored yellow in Figure 1. Again, only

data from the alpha (8-12 Hz) and beta (12-30Hz) ranges is

retained after computing the power spectral density of the

signal from this electrode. For each frequency component

in this range, the median magnitude of the psd is recorded

as a feature.
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Figure 1. Locations of EEG electrodes used to collect the data used

in this study. One of the templates studied in this work is built

based on data collected from only the yellow electrode (as was

done in [4]), while the second template is based on data collected

from the 6 blue electrodes.

3.3.2 Classification Performance of Authentication
Systems

Classifier
Template #1 Template #2

Mean

HTER

Std

HTER

Mean

HTER

Std

HTER

Random Forest 0.155 0.093 0.238 0.117

Naive Bayes 0.218 0.094 0.264 0.139

Table 1. Baseline authentication results. Std HTER stands for the

standard deviation of the Half Total Error Rate.

Before proceeding with our privacy violation investiga-

tions, we first evaluate the performance of the two tem-

plates (or systems) for user authentication. For our findings

to be easily put in the context of the state-of-the-art, it is



crucial that our system’s authentication performance should

not drastically differ from the average results seen in past

literature. Table 1 summarizes the authentication perfor-

mance of our two systems. The mean Half Total Error Rates

(HTER)2 reported in the table were computed based on data

from 50 users; with each user providing 30 samples. 70%

of this data was used for training while 30% was used for

testing. The table shows that the two templates give mean

HTERs of between 0.155 and 0.264. While these error rates

are far from those of a system that is ready for deployment,

they are not so different from those reported previously in

the literature (e.g., see error rates for various activities in

[9][4]). With our systems performing similarly to findings

in past research, we proceeded to study the privacy violation

problem.

4. Examining the Privacy Violation Attacks

4.1. Do EEG Authentication Templates Leak a Sig-
nificant Amount of Information About Alco-
holism?

4.1.1 Metric For Analyzing Information Leakage

In this sub-section we address the question of whether a
statistically significant dependence exists between a user’s

EEG authentication template and their alcohol use behavior.

If such a connection exists, then the adversary could have a

good chance of inferring a user’s alcohol usage behavior

from their biometric authentication template. It is notewor-

thy that the investigations in this sub-section are meant to

provide a preliminary exploration into the feasibility of the

privacy leakage attack and do not simulate the attack itself.

Building on the intuition developed in this section, an ac-

count of what the attacker would find is given in Section

4.2.

To understand the dependency between a user template

and alcohol use behavior, we use the mutual information

metric. Unlike traditional correlation measures such as

Pearson’s, Spearman’s or Kendall’s which only detect lin-

ear dependencies, mutual information detects non linear re-

lationships as well, and hence enables us to get a rigorous

account of how an EEG biometric template might leak in-

formation about the user’s alcohol use behavior. The mutual

information I(X;Y ) between two random variables X and

Y is defined by Equation 1. PX and PY respectively repre-

sent the probability mass functions (pmf) of X and Y while

PXY is the pmf of the joint distribution between X and Y .

I(X;Y ) =
∑

x∈X

∑

y∈Y

PXY (x, y)log2
PXY (x, y)

PX(x)PY (y)
(1)

2The HTER is the average of the False Accept Rate and False Reject

Rate. It has been used before in several EEG authentication studies (e.g.,

see [9][4])

4.1.2 Approach and Rationale Behind Information
Leakage Analysis

We tackle the mutual information question from two an-

gles. From one angle, we study the mutual information be-

tween the biometric features and the biometric class labels

(which are the user IDs). Results from this evaluation give

us insights into how strongly the features reduce uncertainty

about the users’ identities. To conveniently refer to this set-

ting later in the discussion, we assign it a short acronym and

refer to it as the MIauth setting. From the second angle, we

study the mutual information between the (same) biometric

features and the alcohol usage class labels (which are labels

on whether users are alcoholic or not). Results from this

evaluation give us insights into how strongly the features

reduce uncertainty about the users’ alcohol usage behavior.

For back reference during the rest of the discussion, we will

refer to this second angle of analysis as the MIalco setting.

In an idealized EEG authentication system which at-
tains high authentication accuracy while leaking minimal
or no information about users’ alcohol abuse behavior, re-

sults from the MIauth setting should exhibit high amounts

of mutual information between the features and the user

IDs while results from the MIalco setting should exhibit

much less mutual information (or a much lower extent of

dependency) between the (same) features and alcohol us-

age behavior. If the dependencies seen from either set-

ting are comparable to each other, or if the MIalco set-

ting exhibits higher mutual information (i.e., stronger de-

pendences), then it is likely that the system’s high authen-

tication accuracy comes with the baggage of a comparably

high, or even higher accuracy with regard to the inference

of users’ alcohol usage behavior.

Supported by a series of statistical tests of significance,

the logic expressed in the previous paragraph will form the

backbone of our mutual information investigations. A de-

tailed account of how we undertake the mutual information

computations follows in Sections 4.1.3, 4.1.4 and 4.1.5.

4.1.3 Dependency Between Features and User IDs

We compute the mutual information between the features

and user IDs as follows (i.e., the MIauth case): For each
user and each template type, we create a feature matrix

Fauth for which each row is either: (1) a feature vector ex-

tracted from a sample belonging to the user, or, (2) a feature

vector extracted from a sample belonging to a different user

(i.e., an impostor). The matrix in total contains 30 such

feature vectors (or rows) from the user and 30 such feature

vectors (or rows) from the impostors. The impostor sam-

ples are randomly selected from all the others users. Each

column in matrix Fauth represents a single feature.

For comparison with Fauth, we create a vector Cauth

for which each element is a class label mapping to the cor-



responding row in Fauth. For example, if the first row in

Fauth is a feature vector belonging to User #1, then the

first element in Cauth is the user ID for User #1. If on the

other hand a given row in Fauth is a feature vector belong-

ing to a user other than User #1 (i.e., an impostor), then the

corresponding element in Cauth has the label of an impos-

tor. All impostors, irrespective of their User IDs have the

same class label, which means that all 60 elements in Cauth

are either of two labels; — the user’s ID, and the impostor

label. For each one of the 50 users in our study, we create

the matrix Fauth and the corresponding vector Cauth for

each of Templates #1 and #2.

Given a matrix Fauth and vector Cauth generated for a

given user and template, the mutual information between

the ith feature and class labels is the mutual information be-

tween the ith column in Fauth and the vector Cauth. To per-

form the mutual information computations, we discretize

Fauth into 20 bins and Cauth into 2 bins (Cauth inherently

has 2 bins since it has 2 discrete labels). After computing

the mutual information for all the features, we generate a

vector Iauth which contains mutual information values for

the user and template in question. We undertake this mutual

information computation for all 50 users and obtain 50 vec-

tors similar to the vector Iauth. Each value in each one of

the 50 Iauth vectors gives us some measure of how knowl-

edge of the corresponding feature reduces our uncertainty

about the class labels in Cauth.

4.1.4 Dependency Between Features and Alcoholic Be-
havior

For the mutual information computations in this case, we

create a matrix Falco which contains: (1) 30 rows where

each row is a feature vector representing a sample randomly

drawn from the sub-set of users who are alcoholic, and, (2)

30 rows where each row is a feature vector representing a

sample randomly drawn from the sub-set of users who be-

long to the control group (i.e., not alcoholic). Like was the

case with Fauth, each column in Falco represents a single

feature. Further, we create a vector Calco in which each el-

ement represents the class label of a corresponding row in

Falco. The class labels in this case are one of two values: al-
coholic or not alcoholic. Similarly to what we did in Section

4.1.3, we compute the mutual information between each

feature (i.e., each column in Falco) and the vector Calco to

create the vector Ialco. Each element in Ialco gives us some

measure of how knowledge of the corresponding feature re-

duces our uncertainty about the class labels in Calco.

4.1.5 Comparing the Feature Dependences

The elements in Iauth and Ialco can be compared pair-wise

because elements at a given index in either vector represent

the same feature. The only difference between the elements

ALGORITHM 1: Evaluating Information Leakage

Input: ωeeg , U , Ctemplate

1 // ωeeg: EEG data

2 // U: List of user IDs

3 // Ctemplate: Authentication template

Output: Ucount

4 // Count of users for whom we fail
to reject the null hypothesis

5 Iauth, Ialco ← ∅
6 for each uj ∈ U do
7 Fauth ← getAuthFeatures(ωeeg, uj)

8 Cauth ← getAuthClassV ector(ωeeg, uj)

9 for i← 1 to n do
10 Iauth[j]← computeMI(Fauth[i], Cauth)

11

12 Falco ← getAlcoFeatures(ωeeg)

13 Calco ← getAlcoClassV ector(ωeeg)

14 for i← 1 to n do
15 Ialco ← computeMI(Falco[i], Calco)

16

17 Ucount = 0

18 for each uj ∈ U do
19 pvalue ← wilcox.test(Iauth[j], Ialco, 0.05)

20 if pvalue > 0.05 then
21 Ucount = Ucount + 1

22 return Ucount

of the 2 vectors is that the elements in Iauth represent mu-

tual information from the perspective of user authentication,

while those in Ialco represent mutual information from the

perspective of separability between an alcoholic user and a

user who is not alcoholic. If for a certain user the elements

in Ialco are significantly larger than their corresponding el-

ements in Iauth, this means that the feature in question is

much better at reducing uncertainty about alcoholic behav-

ior than about a user’s identity.

To determine if the elements in Ialco are significantly

larger than those in Iauth, one can use the paired t-test if the

two vectors follow a Gaussian distribution or can choose

between the Wilcoxon Signed Rank test and the Sign test

if the vectors do not follow a Gaussian distribution. The

Wilcoxon Signed Rank test requires that the vectors are

symmetric while the Sign test is generally considered not

to be so powerful because it only uses the signs and not the

sizes of the differences between the elements of the vec-

tors being compared [15]. In this work we zeroed on the

Wilcoxon Signed Rank test after finding that the majority

of our difference vectors were not Gaussian (ruling out the



t-test) yet were either approximately skewed or moderately

skewed. See [15] for a past study which applied this test to

a moderately skewed dataset.

Formally, for each user the null hypothesis is that the

differences vector Ialco − Iauth follows a continuous sym-

metric distribution with zero median. The alternative hy-

pothesis is that the differences vector Ialco − Iauth follows

a symmetric continuous distribution with median less than

zero. Informally, rejection of the null hypothesis in favor of

the alternative hypothesis implies that the elements in Ialco
are on average less than those in Iauth, which means that

for this particular user, the template (or features) in question

provide stronger discriminative power for the user authenti-

cation problem than for the problem of determining users’

alcoholic behavior. Here we are interested in counting the
number of users for whom we are unable to reject the null
hypothesis. For this subset of users, the implication of the

test result is that there is no evidence to indicate that the au-

thentication template in question performs worse at giving

away their alcoholic behavior than it does at performing au-

thentication. An attacker who accesses such templates from

the authentication server could potentially exploit them to

infer alcohol usage behavior with higher accuracy than the

accuracy which the system attains during its primary user

authentication function. Note our usage of the word poten-
tially — the test result does not offer guarantees on what the

attacker would find for this subset of users. It however gives

us a lead that warrants further exploration (done in Section

4.2).
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Figure 2. % of users for whom we are unable to reject Ho in fa-

vor of H1. Ho specifies that a template (or feature-set) reduces

our uncertainty for the user authentication problem in the same

way it does for the alcoholism inference problem. H1 specifies

that a template (or feature-set) reduces our uncertainty for the user

authentication problem to a lesser extent than in does for the alco-

holism inference problem. α for the tests is 0.05.

Algorithm 1 summarizes this process; it inputs the EEG

data as ωeeg , a list of user IDs as U , Ctemplate as authen-

tication template in question and outputs Ucount, a count

of the users for whom we fail to reject the null hypothesis.

The function computeMI() obtains the dependency (mu-

tual information) between a feature matrix and class vector.

Iauth and Ialco are generated in lines #7 - #11 and #13 - #16

respectively. A wilcoxon signed rank test is then computed

between Ialco and each user’s Iauth on line #20 to obtain

a pvalue. When the pvalue is greater than 0.05, the user’s

count for that template, Ucount, is incremented by one (1)

implying we fail to reject the null hypothesis for that user.

Figure 2 summarizes our findings from the statistical

tests. For each of Template # 1 and Template #2, the fig-

ure shows the percentage of alcoholic users for whom we

fail to reject the null hypothesis, and the percentage of users

in the control group (non alcoholic users) for whom we fail

to reject the null hypothesis. For Template # 1 we were un-

able to reject Ho for between 20 to 25% of the users while

for Template # 2 this number was much less – specifically

between 5 and 15% depending on whether the users were

alcoholic or not. Looking at the sizable difference seen be-

tween the two templates (20 to 25% for one template and 5

and 15% for the other), these results suggest that the sheer

careful design of the templates (e.g., identities of electrodes

used, metrics computed, etc.) could largely reduce the pro-

portion of users whose templates are vulnerable to attack.

4.2. Accuracy of Inference of Alcoholic Behavior

The statistical tests performed in the previous section

provide a solid foundation to one’s understanding of as-

pects such as the proportion of users who could be sus-

ceptible to attack. These tests do a good job at giving us

a classifier-independent perspective of the potential privacy

problem, however, to get a more concrete picture of what

the attacker could infer in practice, it is interesting to carry

out an explicit supervised classification process. In practice

the attacker can find training data from various sources —

e.g., the dataset used in this study is freely available online.

Other kinds of training datasets can be similarly found if

the attacker is interested in a variable other than alcoholism.

After training the classifier with this data, she can then make

inferences about users’ templates. Table 2, shows findings

Classifier
Template #1 Template #2

Mean

HTER

Std

HTER

Mean

HTER

Std

HTER

Random Forest 0.245 0.011 0.421 0.017

Naive Bayes 0.318 0.001 0.549 0.043

Table 2. Accuracy of classification when the class labels mapped

to the alcohol use behavior (i.e., one class is “alcoholic user”; the

other class is “not alcoholic user”).

from this supervised classification setting. We use data from

25 of our users for training, and the other 25 for testing

with each user providing 30 samples. The class labels in

this classification are whether a given sample comes from



an alcoholic user or not. The HTERs in the table (Table

2) are computed as an average of the individual HTERs of

the 25 users in the test set. The results indicate that Tem-

plate # 1 enables a higher classification accuracy for alco-

hol usage behavior than Template # 2. This agrees with the

findings in Section 4.1.5 where Template # 1 had a higher

proportion of users who we found to have a high possibil-

ity of being vulnerable to the privacy violation attacks. The

table further shows that Template # 2 has very poor clas-

sification accuracies (approximately equivalent to random

guessing). This observation suggests that the sheer change

of template could largely minimize the potential of success

of the attacks. This observation is even much more interest-

ing when one notes that Template # 2 did not perform much

worse than Template # 1 at user authentication (recall Table

1, Section 3.3.2). The result suggests that by compromising

a little on authentication accuracy, one could make signifi-

cant gains in terms of reducing the kinds of information that

could be inferred from the authentication template.

5. Conclusions
In this paper we have studied the problem of a biometric

authentication template leaking a user’s non authentication-

centric sensitive personal information. We have found that

by tweaking the design parameters of the system, one could

largely reduce the information leakages without signifi-

cantly compromising authentication accuracy. Further, we

have found that there exist certain users who are signifi-

cantly more vulnerable than others to these kinds of attacks.

The paper calls for brain waves authentication implementa-

tions that optimize authentication performance while keep-

ing track of potential privacy violations.
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