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Abstract. This research was motivated by the fact that traditional IT security approaches that
focus on perimeter security by protecting network edges, firewalls and application endpoints
appear to be deteriorating due to the introduction of the cloud concept whose architecture is
more of bundled infrastructure and shared resources. Data are widely shared and data owners
are losing control over the collection of personal information, their processing and usage as well
as sharing with third parties. All these are done without regard to the choices and privacy
preferences of the data owner.

In this research, a data governance solution using sticky policies was designed and implemented
using .NET 4.5 Framework with ASP.NET web application development technology. C#
supported in the framework serves as the server-side programming language. This framework
also integrates with the Microsoft SQL Server version 11.00.2100 which then serves as profile
data and sticky policies repository hosted locally at the development stage. A user is able to
create and manage profile information by supplying core data and specifying whether or not a
piece of data can be shared with a third party or not for a given usage purpose and in what
format. Third party applications are required to maintain verifiable credentials in the system and
are permitted to request faser s profile information via a web service hosted in the cloud. The
policy engine in the system is able to interpret user aggregated sticky policies to determine if
data can be shared and how it can be shared as a mark of respect to the choices of the data
owner.

KEYWORDS -Cloud based application, Sticky policies, Encryption, Internet security, Privacy.

INTRODUCTION

Over the years, dramatic changes have taken place in the architecture of computing,
thereby triggering associated changes in measures of safeguarding organizatiomaitiorior
technology (T) resources including important business data as well as’ugsersonal
information. Traditionally, data security is provided by firewalls, endpoint and application user
authentications as well as other network defence and control mechanisms. The data themselves
are left naked and any compromise at either the network or endpoints and application layer get
the data exposed and vulnerable.

Previously, data security foced more on intensifying security controls at the network
level to End Points and Applications. However, this has now been extended to the data
themselves in a sufficiently tight and heavily coupled fashion. According to a [1], report on
security, organizations have and are predicted to continue to invest and focus greater attention on
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data controls where relative efficiency achievable is expected to be on the rise as adoption of
cloud computing and its associated trending revolution becomes very much inevitable.

The privacy of users’ data is thought to be poorly managed in web 2.0 and arguably, the
cloud concept may have possibly inherited this from the former. Storage and processing demand
of users’ personal information has also been on the rise as technological advancement has to a
great extent resulted in high demand for such.

It is worth noting that cloud users are faced with security threats both from within and
outside of the cloud [2]. So far, there are very much insufficient and barely convinmigete
and technical guarantees that could assure cloud customers and users of their full control of their
personal as well as business data as they fly around the cloud [3]. These data and files will often
be shared and given out for one business transaction or the other. Ensuring sufficient privacy and
access definitions of these data as they move from one point of usage to the other is increasingly
becoming a challenge with unrelenting demand for achieving the same.

LITERATURE REVIEW

There are three (3) issues that are key and central to this study. They are:-

1. Security Challenges in the Cloud

2. Data Governance and Control

3. Sticky Policies and Identity Management

Firstly, Cloud computing is predicted to become a big deal and arguably the future of
computing even though the question of security specifically with regard to data have continued
to dominate discussions. Secondly, Data governance and data control are beginning to enjoy the
increased attention and offer to address the many security concerns in computing. Lastly, the idea
of sticky policies and other technical measures of empowering data owners to be able to stay in
charge of their data have assumed a central role in data governance and control.
Security Challenges and Data Handling Issuesin the Cloud

Cloud computing introduces the idea of having data and programs centrally stored in the
'Cloud’, and made available to users and clients through lightweight channel [f8rdttoeboth
applications provisioned as services (SaaS) over the Internet and the hardware and software
infrastructures across data centers (PaaS and laaS) that support such delivery [5]. Even though
there is still confusion about what exactly are the boundaries of the cloud, its recent dominance
of discussions and general popularity may not be easily contested. It appears to be the irresistible
and possibly the big thing in modern computing.

Cloud computing is designed to allow the power of information technology to be
delivered to clients on demand [6], offering dynamically scalable computing resources
provisioned as services over the internet [7].

Though it offers significant economic benefits by its promise of reducing capital and
operational expenditure, [7] as well as enormous potential of delivering sufficient scalability,
reliability and efficiency [8], there are genuine fears [9] with regards to fully adoptisg thi
irresistible offer of the much speculated utility computing. It has been observed that there are
pressing concerns with the level of security provided by the cloud concept and addressing these
concerns is very much important as promoting the paradigm itself. A number of investigative
studies have been undertaken with an interest in understanding the peculiarity of the security
challenges posed by this environment. These have resulted in a quite significant insight on the
scale of cloud security challenges.

According to [4], the unique challenge of security in cloud computing is a result of
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customer data being accessible to the cloud service provider and possibly its subcontractors
where they could be deliberately or inadvertently disclosed and consequently misused.

In a deep dive article published in InfoWorld website, it is understood that, in as much as
more benefit is derived from organizational investment in IT resources and services, the biggest
challenge in cloud computing is that, a lot of control over such resources is incalculably giving
away to unknown personnel. Whatever the kind of technology or services being adopted in the
cloud, a great deal of control over data is ultimately handed over to a third party [11], [12].

Another problem is, Web 2.0 was thought to have poorly managed the issue of users'
privacy in cases where internet applications wdrb publish usersprivate data that were
linked, shared, aggregated, tagged, and copied even though mechanisms for controlling such
publications were not precisely defined [13]. It could be argued that cloud computing possibly
inherited from Web 2.0, the many problems of securities including handling of users' private data
confidentiality as well as enforcing access and usage constraints.

The severity of the question of security in cloud computing has resulted in suggestions
that the concept may be more suitable for less prioritized applications while critical business
applications continue to maintain the use of organizational resources [14]. It is even worrisome
in some cases where companies are likely not to even consider its adoption, but stick to its
traditional data centre approach [7]. Cloud computing is faced with a very important question
and a strategic one at that. The answer to this question may have a significant role to play in
determining its future and by extension the future of computing.

With data being regarded as a key and arguably the most valuable and expensive resource
in computing, ensuring its security may go a long way in restoring confidence in what it is
standing for and what it is offering. A lot can be said to be depended on data and a lot is about
data even in the emerging cloud environment. That is why this research regards it as a critical
foundation.

Data Governance and Data Control

Data in computing has for a long time suffered exposure to a number of vulnerability and
security threat irrespective of their environment. It appears though that there exist more specific
security concerns that are unique to the cloud owing partly to the fact that resources are scalable
and dynamically provisioned on demduagl

Cloud computing has again brought about a greater emphasis on data and less emphasis
on systems like it used to be in traditional computing. It is prompting a response to this trend by
alerting stakeholders on the need to be aware of the growing concern and ensure best practices
for governing and operating data and information in the cloud [15]. According to [1], data
control is projected to attract increasing attention and investment by organizations. This is
expected to result in proportional growth in the effectiveness of data security as compared to
reliance on network controls, endpoint and application control mechanisms.

It is widely accepted that, data protection and governance need to be taken more seriously
with closer attention being paid to data owners' privacy preference. Guidelines towards achieving
this need to be clearly defined |14 is also argued that, such measures have to go beyond usual
policy documents, service level agreement (SAL), and other non-technical measures that have
fallen short of expectations, and lack clients' trust due to its inability to ensure the safety of data
in the cloud[3], [4]. Security and privacy of users' confidential data is not just an option but a
critical requirement in certain application domains [16].

Data governance refers to the approach adopted to holistically address the many aspects of
data management, including information privacy and security as well as compliance [17]. [18]
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puts it this way: 'Data Governance is the exercise of decision-making and authority for data
related matters'. Such a system of decision rights and accountabilities executed as agreed-upon
models should describe who takes what actions with what information, and when, under what
circumstances and in which way. A number of flavours to data governance have been outlined in
which any organization willing to undertake a data governance project will want to focus
attention on one or more of it. They include:

« Policy, Standards, and Strategy

« Data Quality

« Privacy, Compliance, and Security

« Application Architecture and Integration

- Data Warehouse and Business Intelligence

+ Management Support
Personal Identifiable Information refers to the users’ personal data or information that is specific
in nature and could aid a trace to an individual [19]. Such data may include: name, email address,
phone number, and date of birth etc. With recent advances in technology such as face
recognition, where an individual appearing in published photos could be identified [13], personal
files like images may also be regarded as a PII.

The question still remains that, how can data control be effectively delivered in a typical
cloud environment or distributed application bearing in mid users privacy agenda. How can data
be made accessible to applications and data consumers for such genuine consumption demands
and yet adhere to data owner constraints. This research aims to achieve a technical solution that
can be managed by the data owners themselves in dictating access and usage rights and hence the
search for tools that can support such delivery.

Theldea of Sticky Policies

Sticky policies in data handling and governance is the idea that privacy policies could be
attached to data owners' data and become responsible for driving access control decisions and
policy enforcement [20]. The idea was brought forward by [21], where it was thought that,
privacy constraints should be made to flow with personal data [11].Elaborately, this concept
means, when a user or an enterprise discloses her data, it should be possible for them to express
their consents in the form of privacy policies. Such policies should then be attached to her data
wherever the data moves, thereby driving authorization decisions [20].

There are a number of things that are central and essential to the idea of sticky policies in
data governance. They are:

1. Sticking policies to data
2. Enforcing sticky policies
3. Transferring sticky policies throughout a distributed system or environment

Policies Enforcement

To make it clear on why more is to be done than just expressing or attaching SP to
personal data, let us think through this scenario. What happens when an attacker gains access to
our raw data in its storage media or intercepts it within the communication channel during
transport? Of course the policies could just be disregarded and our naked and innocent data units
will just be misused as desired by the new authority. What is important to us however is to get
our data safe as much as possible at all levels of vulnerability and get its associated privacy
policies enforceable for whatever direct access and usage. Putting our naked data in its plain
form into the database or whatever storage media could result in far less an effectiveltechnica
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guarantee for the confidentiality concern of our personal data in a typical cloud environment.

The essence of a technical mechanism for ensuring privacy protections is to support
enforcement and possibly auditing obligations that have been outlined [11]. Due to the weak
nature of some implementations of this concept where enforcement is not guaranteed, questions
have been put forward regarding how sticky are these policies to their associated dataainits? W
shall look at the various technologies and mechanisms such as cryptography, Trusted Agents TA,
etc. that are available and could be used for supporting enforcement of sticky policies.

Cryptographic Support

Computing systems developers often do not wish to store or transmit plain text or
readable data values within or across computing systems mostly due to the question of data
security when accessed by the wrong party. This has resulted in such systems taking advantage
of cryptographic techniques that allows them to encrypt these pieces of data units before storage
or transmission across storage and application endpoints.
A Review of data governance solutions and sticky policies implementations shows the need for
users' data and its attached privacy as well as access policies to be safeguarded eodrityeir s
extended or intensified. It appears that, cryptographic techniques plays an invaluable role in
realizing an effective technical guarantee and enforcement of users' privacss, aace
confidentiality constraints imposed over their own data. It is however not just about adopting
encryption into an application but also considering how suitable this encryption is and what
overhead this will introduce into the system. Another important consideration is its usability.
Cryptography has been for long the backbone of security solutions delivery in computing. It is
very powerful and can also on the contrary complicate a security solution if design decisions are
not carefully reviewed.

Review of Key Data Governance Models

A number of research has been carried out and the concept of sticky and privacy policies
on data have been used with varied and quite interesting models, giving us insight into the wide
and possibly usefulness and applicability of this idea in terms of data handling and sharing. Here,
we take a look at some key models and projects among others and explore briefly how they were
used, which will avail us an understanding of these policies in practice as well as the renewed
commitment to rebuilding users' trust and ensuring control in data usage and communication.

Sticky Policies and Access Control Engine (SPACE) Solution

This solution was motivated by the fact that there is a lack of trust in cloud infrastructures
concerning the handling of data and its storage conditions. This concern is very well shared by
this research and understands the need for the provision of a technical guarantee that should
convince a cloud customer, assuring them of significant control over their own data. SPACE is
based on sticky policies and offers data access and usage control functionalities around the cloud
in a centralized fashion. Additionally, the user is provided with visual reporting capabilities that
feed the user with access andtoflate usage of his/her data across the cloud.

In a typical e-commerce scenario, SPACE technology mediates between the cloud serve
where users' data are securely held and consumers of these data pieces on the otkerttrand li
retailers and other third parties who will normally initiate a request via defined APIs for
customers' information in order to carry out sales transactions. User data is isolated in a safe zone
in the server and access is only available through the SPACE that is in effect empowered to be
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able to interpret the request and expressly enforce user access and usage constraints.

The EnCoRe (Ensuring Consent and Revocation) Project

With partners in the cadre of respected and highly placed academic bodies and industry
giants as well as receiving funding from the United Kingdom Research Council, the EnCoRe
project aimed at delivering efficient means of empowering users in controlling or managing
issues relating to their personal information held by others, thereby going a long way in restoring
confidence in digital economy as well as reviving users' assurance of compliant use of their data
[10]. What makes the outcome of this project particularly appealing is the series of social
research being carried out with the aim of understanding and putting into context, the real
concerns of users in distributed computing. This forming part of the overall project may have
well provided valuable inputs and significantly informed key decisions in the delivery of
somehow a concise technical architecture for the management of identity and privacy in
computing systems.

SYSTEM IMPLEMENTATION

This section reports the development phase of the data governance solution proposed in the
design. A system that aims to deliver the functionalities that allows users (Data Owner) to
manage their profile information by attaching usage and access constraints to these pieces of
data. Through cryptographic techniques, profile data and sticky policies are protected against
unauthorized access. Profile data are also shared through web services with authorized parties
and guarded by the policy decisions and enforcement engine component. This system can be
subdivided into four distinct layers.

1. User Web Interface and Profile Manager

2. Encryption and Security Module

3. Policy Decisions and Enforcement Engine

4. Web Services: Data Access Application Programming Interface
This application was developed in the .NET 4.5 Framework with ASP.NET web application
development technology. C# supported in the framework serves as the code-behind or server-side
programming language. A database management system is also needed for this system data
storage requirement. This framework also integrates with the Microsoft SQL Server version
11.00.2100 which then serves as profile data and sticky policies repository hosted locally at the
development stage.
User Web Interface and Profile Manager

This section presents the implementation of a combination of the user-web interface

component and the profile-data manager component of the system use case architecture as
detailed in Figure 1. These components provide the user with visual interfaces and a host of
support for profile creation and subsequently, functionalities needed for profile management.
The overall system is simply a web application from the perspective of the user. It comprises
pages for new user registration, profile creation, registered users' login, and profile update.

New User Registration Page (NewUser.aspx)

This web page serves as the entry point into the web interface for users who do not have
valid login credentials. A screen shot of the page is in Figure 2. The new user beginstiay
by entering preferred Login ID and password. As the Login Id input field loses focus, an
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Figure 1: Use Case Architecture

asynchronouspostback is made that get the server to check if the chosen Login Id have been used
by another user. If it has been used, the new user is prompted to choose another ID. As in most
web applications, passwords are verified by comparison to ensure that the user understands and
can remember the supplied security token. The user then selects from a list of available
encryption algorithm. This is to be used for encrypting profile data for this user.

On submitting this registration form, the code-behind event handler which performs the
function of the Profile Data Manager component as in the design use case, takes this form data,
pass the selected encryption number to the Encryption Handler Module (Figure 3) which in
response returns an encryption object containing the internal encryption key and initialization
vector for the chosen encryption algorithm. The profile Data Manager then generates a unique
identifier of data type ‘Guid’ and then proceeds with the database write into
UserSecurityCredentials table. If the server successfully writes the new user’s login and
encryption details into the database, a session state object is created for the user tarhtdd Log
and the generated internal unique identifier. This session state will then be available for
subsequent client-server interaction and the user request is redirected to NewProfile.aspx for
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profile creation. On the other hand, if unsuccessful, error information of the write operation is
sent back to the user on the same page.

Preferred Login ID
Login Passwornd
Confirm Passward

Select Emncryption Scheme

amad Encnestion -

Rashlanagad E

Subsemil

Figure 2: New User Registration Page

New Profile Set-Up (NewProfile.aspx)

This is the second phase of a new user registration. To allow users to both supply their
profile core information and also define access and usage constraints in a fine-graineg and eas
to use manner, this web page provides a visual web interface that can be used. As cambe seen
the screen shot presented in Figure 3, the profile page is subdivided into four sections with each
supporting data entry and policies definition of an instance of the data unit model. For each
instance, the user can specify whether or not it can be shared and if it should be slred on
anonymous basis. Check boxes are used to support this Boolean input as required by the database
table’s field for these instances. In Figure 5, enumerated collections are used to store the different
aggregations of possibly data sharing formats as per data unit instance. These collections are:
NameFormat, ContactAllowed, DateBirthFormat, ad AddressinfoAllowed. On page load, these
entries are read into their respective Share <DataUnitinstance>As list boxes for users to choose
from. A collection of trusted third parties and data usage context are also held in a similar
enumerated collection to be loaded into third party and access context for all instances of the data
unit model.The code snippet below shows how this was achieved.

if (llsPostBack)
/IName Information
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foreach(stringiteminProjectDatZNameFormat)

{
ShareNameAs.Iltems.Add(item);

}

foreach(stringiteminProjectDataAccessContext)

NameContextListBox.Iltems.Add(item);
DateBirthContextListBox.ltems.Add(item);
ContactContextListBox.ltems.Add(item);
AddressContextListBox.ltems.Add(item);

}

foreach(stringiteminProjectDataCompanies)

{
NameThirdPartyListBox.ltems.Add(item);
DateBirthThirdPartyListBox.ltems.Add(item);
ContactThirdPartyListBox.ltems.Add(item);
AddressThirdPartyListBox.ltems.Add(item);

}
/[Date of Birth
foreach(stringiteminProjectDatzDateFormat)

{
ShareDateBirthAs.ltems.Add(item);

}

/IContact Information
foreach(stringiteminProjectDatzContactAllowed)

{
ShareContactAs.ltems.Add(item);

//Address Information
foreach(stringiteminProjectDatzAddressAllowed)

{
ShareAddressAs.Items.Add(item);

}
} - . - -
One significant operation that takes place on the server every time a segment of the form

in the new profile page is submitted besides the data encryption activities is the wrapping of the
selected third party and allowed access context into a valid XML element to be written to the
table representing the given data unit instance.

The web interface is built to provide a friendly and easy to use web interfacdvén a
system, more attention will have to be paid to making the web pages even more friendly and
descriptive so as to appear appealing instead of risking having the system boring and difficult to
use. This is however not a core requirement of this project and hence less effort spent on
delivering the said objective.

After completing this form, a user profile would have been properly set up and the user
can return back to the system to log in and even modify profile information or generate a new
encryption key and initialization vector.
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Figure 3:New Profile Date, Access and Usage Policyl§et-
The Encryption Module

The design of this component suggests the use of a collection of symmetric key
encryption algorithms from which a user can make a choice of which to use for the handling of
his/her profile data encryption and decryption calls. Figure 4 shows the class diagram of classes
in this component. The ‘DataEncryptionInterface’ defines the basic methods required of any
class that is implementing an encryption algorithm and that wilinbleded in the module’s
collection for a data owner to choose from. This component has implemented two encryption
algorithms. They are:

1. AesManaged Encryption

2. RC2 Encryption
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Both are symmetric algorithms, part of the .NET library collection and available in the
System.Security.Cryptography namespace.

The choice of what encryption algorithm to be included in this collection was not
rigorous but was centered on having an dagyranage symmetric algorithms for the purpose of
demonstration rather than investigating performance and other criterion. This is to manage time
and be able to deliver the core functionalities of the overall system. It will be interdting
on both these considerations as it will bring about greater efficiency and performance
enhancement.

The ‘EncryptionHandler’ as shown in the class diagram (Figure 5) is the coordinating
class for this module. User Web Interface, PDEE, and the Data Access Web services component
communicate with this module through this class to carry out cryptographic activities required of
their processes. It takes an integer as argument which maps to an encryption algorithm in its
collection and the handling class creates and returns an instance of the specified encryption
algorithm class. The calling component is able to retrieve from the data repository, the internal
encryption key and its accompanying initialization vector to be used in encrypting potdegr
the target user’s data.

The code snippet below shows how the constructor of the ‘EncryptionHandler’ class
accepts the integer and determines which of the encryption algorithm’s instance in its collection
to instantiate and return to the calling component.
publicEncryptionHandler(int ID)

{
encryptionld = ID;
switch (encryptionId)

{
case 1:
cryptoService = newAesManagedEncryption();
break;
case 2:
cryptoService = newRC2CryptoServiceProvider SP();
break;
default:
break;

}
GenerateNewKeys();

}
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Figure 4: Encryption Module Class Diagrams

Policy Decision and Enforcement Engine (PDEE)
This component is designed to act as the intelligent powerhouse of the system. It

mediates between the Data and Sticky Policies Repository of this system, and the web service

component which allows third party application to share users’ profile information. It exposes a
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®_ encryptionld
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LA key
Properties

& InitializationVector
& Secretkey

= Methods

Decrypt
Encrypt
EncryptByte

EncrypticnHandler

a0 2aa

GenerateMewkeys

» |

static public method for each instance of a data unit model in the system and another method for

requesting an aggregation of all the data unit instance making up the user’s complete profile.

The class diagram of this component is presented in Figure 4.6 showing the signature of
the methods in it. A request for data comes into the system via the web service component. All
the four methods handling request for instances of the data unit model are structured and works
in a very similar fashion except for the difference in the items making up their respective
instances and the tables used for storing their data and sticky policies.

Figure 5 is a common flowchart showing the flow of data request transaction and policy
decisions and enforcement processes in the methods of the PDEE component.
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Accepts ThirdParty, UsageContext, Userld
Create DataUnitObject with

Read User Data and
Policies from DB
Success=false;

Is the User Profile Froozen?, Is Third Papty Allowed, Is Usage Context Permitted

Decrypt and Load data into )

User Sharing Format to remove
items not allowed for sharing

(Retwn_Data Unit Object)
o

Work Done

Figure 5: Flowchart showing Policy Decision and Enforcement Processes

The PDEE takes a Third party credentials, intended usage context and the identity of the
user for which profile data are required. It then reads the user data and its sticky policies to begin
data request processing. Key policy questions are asked and decisions made. Typically, the
ergine checks if the user profile has been frozen which means access to the entire pefile hav
been momentarily suspended. It will further check to verify that the requesting third party is on
the list of permitted data consumer and that usage context is in agreement with allowed context.
In each of these points, a false Boolean response will result in a failed response to the data
requester.

If third party and usage context are not violating user preferences, data can then be
decrypted and the requester data unit instance object is built and loaded with user data. Users are
required to specify how much of a data unit instance they will be happy sharing with third
parties. The preferred sharing format is used to determine which part of the instance @ata piec
must be removed. The code snippet below shows how it is handled in the case of the address data
unit instance.
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switch (Format)//Remove what is not allowed

{
caséHouseStreetCity"
AddressObject.PostCode=AddressObject. COURMYSXXXXXX" ;
break
caséStreetCity"
AddressObject.House = -1;
AddressObject.PostCode = AddressObject. County>eX X XXX X" ;
break
caséCityCountry":
AddressObject.House = -1;
AddressObject.PostCode = AddressObject. StréBpSXOXXXXX"
break
caséPostCodeCountry"
AddressObject.House = -1;
AddressObject.City = AddressObject. Stre@XxXXXXXXX" ;
break
default
//Handle Default case
break

}

An object instance of one of: DateBirthDataUnit, or AddressDataUnit, or NameDatabnit,
ContactDataUnit that all inherit from the abstract class: DataUnitinstarretuimied to the requester.
Class diagram of these classes is also presented in Figure 7.

In the case of a request for the entire profile of a user, a DataUnitInstance tygedréiated and
calls made for the individual data unit instance which are togetheirntié list since the all inherited
from this common abstract class. The code snippet below shows this method and howeg trasdl
operation.
publicstati¢ ist<DataUnitinstanceGetProfileDataGuidUserld, CompanieFhirdParty, AccessContext
Context)

{
List<DataUnitinstanceProfileData =newList<DataUnitinstancx();
ProfileData.Add(GetNamelnforcement(Userld, ThirdParty, Context));
ProfileData.Add(GetContacts(Userld, ThirdParty, Context));
ProfileData.Add(GetDateOfBirth(Userld, ThirdParty, Context));
ProfileData.Add(GetAddressDetails(Userld, ThirdParty, Context));
returrProfileData;

}
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Figure 6: Class Diagrams of Application Utility Modules
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Web-service and Data Access APIs
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Figure 7: Class Diagrams showing Policy Decisions & Enforcement Engine and Data Web
Services Modules

This component is a web service and is designed to serve as a gateway for third party
application to connect to and access shared data in this system. Web services allow software
applications to communicate and are designed to support interoperable ntaghehine
interaction over a network setup. The class diagram in Figure 7 shows its interface and the
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service class exposing operations to third parties. This service uses SOAP technology to convey
messages over an HTTP connection. Trusted Third parties are able to request for a data unit
instance of a user data or the entire profile data by providing the user login identity and
specifying the requesting third party and the intended usage context or purpose. This component
then calls for the user login identity to be translated into the system internal unique id. The
encryption object for the required user is then made available to the policy engine for the
processing of the data request. The same data unit object returned to this service by the policies
engine is returned to the calling third party.

CONCLUSION

This study was able to highlight the many data security vulnerabilities in the cloud
environment as well as identify data control and the use of sticky policies as top of the measures
for protecting data resources in the shared cloud infrastructure. A data governance solution for
the management okers’ profile was also designed and implemented, thereby demonstrating the
use of these privacy policies to deliver the ultimate data control power to the data owner.
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