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Abstract—In past years, mobile ad hoc networks
(MANETs) widespread use in many applications,
including for some mission-critical applications, and
has become one of the major concerns such as
security MANETs. MANETs due to some unique
characteristics, prevention methods are not alone
enough to protect them need; Therefore, the
detection is possible for an attacker to breach system
security, such as the need to add another before. In
general, traditional wireless networks, intrusion
detection techniques are not well suited for
MANETs. In this case, to protect it from attacks
MANETs is important to develop more efficient
methods of intrusion detection. With improvements
in technology and cutting hardware costs, we
MANETs expanding into industrial applications are
also witnessing a current trend. To cope with such a
trend and we believe strongly that it was important
for its potential security issues. In this paper, we
propose new intrusion detection and specially
designed ~ MANETs Improved  Acceptance
acknowledgment (EAACK) to activate the digital
signature system. Compared to contemporary
approaches, while not greatly affect network shows
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EAACK certain conditions demonstrates the high
detection rates of malicious behaviour...

Keyword-Wireless Sensor Network, Mobile Ad
Hoc Network

1. INTRODUCTION

Manipulation replay attacks and denial of service
that can cause serious consequences. Shortly, critical
sensor data must be protected just as critical
traditional network data, by preserving their
confidentiality,  integrity,  authentication, and
availability and freshness principles.

This paper work has mainly two objectives. The
first is to provide a general understanding of Wireless
Sensor Networks architecture. WSNs architecture
needs to be studied, to obtain a basic understanding of
how these devices are designed and work and how
their power, computational and communication
limitations determine the performance of the whole
network. The second objective is to examine A
Wireless Sensor Network (WSN) is defined as a large
set of tiny sensor nodes (the number varies from few
to several hundreds or thousands) with sensing,
computational and communication capabilities.
Already more advanced technologies, the origin of

IEEE
@) computer
= psoue

ty



WSNs is founded in heavy industries and military
apps. The Sound Surveillance System (SOSUS)[1],
developed by the US Military in the 1950s, during the
Cold War, to track and detect Soviet submarine, is the
founder of modern WSNs. Later, in the early 1980s,
the US Defence Advanced Research Projects Agency
(DARPA) announced the Distributed Sensor Networks
(DSN) program to investigate the benefits in invoking
distributed wireless sensor networks, which was
followed by the SenslT [2] program that provides the
current sensor networks with new possibilities, such as
dynamic querying, ad hoc networking, and tasking,
multi-tasking and reprogramming. Subsequently,
universities and governments had begun using WSNs
in apps like forest fire detection, air quality monitoring,
power distribution, natural disaster prevention,
factory automation, , waste treatment and weather
stations. At this time, all of the above military, science
/ tech and industrial apps were based on large, costly
sensors with limited functionality, performance and
scalability.

Major advances in micro electro mechanical
systems (MEMS), CMOS-based
semiconductor  devices, networking protocols
(IEEE 802.15.4 standard [3] or Zombie)and energy
storage technologies, dramatically reduced the high
deployment and mainly maintenance cost and
leveraged the wide range of acquiring of WSNs into
broader range of apps, including home automation,

smart environments,
continuous medical monitoring systems,
environmental  control and many others.

In short, we can presume that future WSNs  will
be
our everyday life

unanticipated ways.

the part of the internet [4] (Fig. 1), changing
in
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Fig 1.1 Future Internets

Since Wireless Sensor Networks can be used in
various critical applications as stated, the data being
transmitted must be secured to prevent security issues
such as eavesdropping, data thoroughly the security
issues that sensor networks have to confront, with
respect to their limitations. The first limitation is the
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wireless transmission that can be eavesdropped by
anyone. The second limitation is the lack of a
permanent power source, which means that the
security algorithm must be very efficient, but
lightweight, so as to restrain energy consumption.

II. LITERATURE REVIEW

WSNs sinkhole which has been identified as one of
the serious threats of attacks.In this type of attack, a
malicious node is often used to advertise itself to its
neighbors, and it was best path to a base-station. Due
to malicious node network security and data is also
likely to damage or tamper with normal operation...

The protocol used (Rajneesh Kumar, 2015) is
Low Energy Adaptive Clustering Hierarchy
(LEACH) protocol. This uses its routing operation
to detect the intruder in the network an IDS
mechanism. In the proposed algorithm, the
detection metrics, such as the no. of packets send
and received are used to calculate the Intrusion Ratio
(IR) by the Intrusion Detection System agent, based
on the calculated numeric or non- numeric value in
turn denotes the normal or malicious activity. The IDS
system detects the sinkhole attack by the IR then the
IDS agent alerts the network about the intruder node.
The data transmission is not continued through the
sinkhole node.

ETARF (Pushcart A. Cavan et al., 2015), a robust
trust aware routing for WSNs against intruders in
multi hop routing. This approach does not use any
time synchronization or known  geographic
information to find the route from source to
destination. Instead, it finds the shortest efficient route
using the SPA(shortest path algorithm). This
algorithm directs the logical link on the physical path
with least hop count. The results shows that energy
savings and bandwidth through clusters and data
aggregation.

An approach (Leovigildo Sanchez-Casado et al.,
2015) to detect sinkhole attack in MANETs with
AODV routing. It focuses on the infected borders
created by legitimate nodes under the guidance of
intruders. The information collected form neighbour
nodes at regular intervals are used to find the sink
holes.

A novel approach (Fang - Jiao Hangar, 2014)
for detecting serious security problems like
sinkhole attack using redundancy mechanism.
Multi paths are used for sending the messages. After
evaluation of the replies the attacker nodes are
identified. The simulation results show the
effectiveness of this approach.

There are two approaches (Shadier, 2014) to
identify and prevent sinkhole attacks. A common
approach in turn detects attack in the infected regions
in the network. A Geostatistical hazard model is used
in this approach. The second approach, via distributed
monitoring detects a malicious approach to analyze
every neighbourhood in the network.



A Secure Energy Efficient Adhoc Routing
Security (Rajang B. Patti and Dhanashree Kulkarni,
2014), is obtained through shared cryptography. A
minimum Hop Routing is used for routing.
Opportunistic algorithm provides multiple paths from
source to destination. Information which has to be
communicated is divided into multiple shares. The
information is sent from source to destination through
the multiple paths. Security is maintained through
application of a secret sharing algorithm at source.
The result of the simulation shows energy efficiency
in terms of cost of security in warm hole, sinkhole
attacks.

The simulation study (Fabric Le Fess antet al.,
2012) using a set of parameters like  position,
network scale and the number of infected nodes
and impact of the different attacks. The study
presents, a detailed metrics on malicious attacks.
They have proposed a novel design of two simple and
resilient protocols to apology based reconfiguration.

An IDS (loanniskrontiris, 2008) for Wireless
sensor networks that can detect sinkhole attacks. The
study in the approach explains how sinkhole attacks
can be launched in realistic networks. This method
uses the Min Route protocol of Tinos. The concept
behind Misroute is use of the link quality metric
to construct the routing tree. Rules are applied for
identification of the intruder node with IDS
system. The simulations results obtained in their
approach shows the accuracy of the algorithm.

A sinkhole attack (Kim, 2007) that attempts to
heavy network traffic to single sinkhole node in
MANET. This approach focuses on the DSR protocol
in MANET. Sinkhole indicators analyse the sinkhole
problem and detect the sinkhole node. The intrusion
detection algorithm used is incremental learning
algorithm. The simulation results obtained show the
effectiveness and reliability in detection of intrusion
detection of sink hole.

[I. SYSTEM DESIGN

A. Existing System

The main motive of the sinkhole attack, is to fake
all the nearly traffic from a particular area through a
settled node, by creating a denotative sinkhole with
the attacker at the centre. Sinkhole attacks commonly
work by making a compromised node looks specially
more attractive to neighbour nodes with respect to the
routing algorithm. Verifying sinkhole is difficult
because we can't find which information is supplied
by the node. As an example, a laptop-class adversary
has a capability to transmit enough power to reach a
WAN by radio transmitter. As shown in fig. 2 a
infected node convince all the traffic as it was the
shortest route to acquire the base station.
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Fig 3.1 Example of sink hole attack. shaded node (sink
hole) delivers packet to the base station (BS)

Fig 3.2 Sinkhole Using An Artificial High Quality
Route

In the existing method, they are provided two
different methods such as Geostatistical detection
method and Distributed detection approach. Even
though these method detects the sink hole node attack
in the network. But lags in dynamic change network
structure, for example when a source and destination
communicates packets through hop nodes. There hop
node may act as the sink hole attack node.

B. Proposed System

In this work, we propose a new monitoring scheme
named Hop Count Monitoring Scheme. This scheme
helps to identify the sinkhole attack with in the hop
nodes. A sinkhole will be detected by the novel
intrusion detection system. The schema is based upon
hop count observing. Since the hop-count feature is
obtained easily from routing tables, the ADS
(Anomaly Detection Scheme) are easily implemented
by a small footprint. Moreover, the proposed ADS
will detect attacks with 96% accuracy and applicable
to all rounting protocol that maintains dynamically a
hop-count parameter.

IV.SYSTEM IMPLEMENTATION AND RESULTS

The stimulation tool used in this project is Network
Stimulator 2.1t was chosen because of its wide range
of features. The best feature provided by the network
stimulator was open source code that can be modified



or extended. The latest version of network stimulator
is ns-2.1b9%a

B. Mobile Networking In NS2.33

NS2 in the slot to the CMU wireless model that was
adopted by the Monarch group describes as an
extension of the movement. The first section of the
CMU / Monarch group mobility model ported from
the original covers. In this section, we would be used
to build a mobile node to a mobile node within the
network stack, which includes a routing mechanisms
and network components. Elements that are covered
briefly channel, network interface, radio propagation
model, MAC, protocol, interface queue, and address
resolution protocol link layer model (ARP), are
available. CMU trace Files node movement and traffic
situation in this area in support and generation.
Original CMU Pure model allows simulation of
wireless LANs or multi-hop ad-hoc networks. These
enhancements allow simulation model combined
wired and wireless networks. The wireless model can
be extended to mobile IP.

C. The Basic Wireless Model In NS

The wireless model has an additional supporting
feature and essential feature of mobile node at the core
that’s allowing stimulation of multi-hop ad-hoc
networks, LAN's. The mobile node has a capability of
splitting its objects. Basic mobile node has additional
functionality and the ability to move in the topology,
capability to receive and transmit signals from a
wireless channel etc...

D. Simulation Results

The simulation result has been performed with the
help of the performance metrics such as PDR, beacon
overhead and energy consumption. The PDR is
calculated based on the no. of packets received by the
target and the no. of packets generated by the origin.
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Fig 4.1 To searching the nodes

The below window is used to search the nodes
from the avliable set of the node.
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Fig 4.2 To find the energy nodes
The below window is usd to find the energy and
unenergy nodes by using the colored node and to the
red nodes are energy nodes as for the black nodes are
unenergy nodes.
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Fig 4.3 Graph (Existing Energy levels)

The above graph represented by the energy levels.
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Fig 4.4 Graph (Proposed Energy levels)
The above graph as to represent the enegy
proposed at the each stages and that haveto allocate
the time based operation.

D. Performance Metrics

1) Packet Delivery Ratio: Packet delivery ratio (PDR)
is defined as the ratio of data packets collected by the
target to those developed by the origin. The
performance metric for our protocol using different
speeds for different traffic models based on the packet
distribution functions gives an idea of how well the

protocol is performing. Mathematically, is defined as,
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M sum of data packets recived by each destination
PDR(%) = 2=

M

@.1)

Where, i, indicates the no. of O/P
file
M, indicates total no. of O/P files

2) Energy consumption: Energy consumption is
calculated as the difference between initial energy and
the amount of energy required for routing process.

V. CONCLUSION AND FUTURE ENHANCEMENTS

A. Conclusion

This effective method shows how to oppose both
the attacks on WSN. In the overhead sections, we
proposed novel ideas based on DDMS to deal both the
attack separately. These attacks are consecutive but
not combining so we should handle the attacks
separately. It can support multiple severe attacks by
the considerable stimulation support of DDMS by its
effective design. Future possibilities of enhancing this
work have much direction. Our inspiration is to avoid
the use of separate security protocols which are attack
specific. In a practical world, the attackers tried in a
single attack, and then he will not compromise on
their host. Instead, they use a number of attacks of
varying complexity will inevitably compromise the
system. Instead, the two would be able to thwart the
attack, DDMS embrace such a security protocol.

B. Future Enhancements

A future research should be to extend the
proposed detection & mitigation of sinkhole attacks in
wireless sensor network mechanism by incorporative
data from several attack types and origin to further
enhance to oppose old or new attacks. Also as a part of
future research work on completing detection &
mitigation of sinkhole attack is to be carried out.
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